u NEW JERSEY

Department of Information Technology
Accessing NJCU Wifi on Windows 7 Computers

These instructions will assist in connecting your Windows 7 computer to the “NJCUWIFi” network.
Please note these instructions are for reference only, and some devices might have varying themes,
menu options and might require less or additional steps to be taken to connect.

Mot connected

I:LI !l Connections are available

Wireless Metwork Connection

1. Click on wireless
icon in taskbar &
click on ‘Open

MICUWIFi
Network and —
Sharing Center’ ek

Open Network and Sharing Center

2. Click on ‘Manage (I = Al ConrlPociems  NetworcondShrng Cnter 4| e Corrot o

1 ’ Control Panel Home - . . . . h
Wl rE|ESS Networks ‘ View your basic network information and set up connections
M el e " | F=z See full map
I anagTwne ess networks L»‘N 0
E— SJC-NEHAVE-DELL public Internet
Change advanced sharing (This computer)
settings " .
Wiew your active networks Connect or disconnect
public Access t}.rpe: Internet )
. Connections: !l Wireless Network Connection
®  Public network

(public)

Change your networking settings

ﬁ. Set up a new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPM connection; or set up a router or access

point.

'«s. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

% Cheoose homegroup and sharing eptions
Access files and printers located on other network computers, or change sharing settings,

See also

@ Troubleshoot problems

H G . L .
DINELIDUP Diagnese and repair network preblems, or get troubleshooting information.

Internet Options

Windows Firewall
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Accessing NJCU Wi-Fi on Windows 7 Computers

3. Click ‘Add’

4. Click ‘Manually
Create’

(=] X

C 0. )8 il « Network and Intemet » Manage Wireless Networks = Search Manage Wireless Networks 0

‘Windows tries to connect to these networks in the order listed below.

Miapter properties  Profiletypes  Metwork and Sharing Center

Manage wireless networks that use (Wireless Network Connection)

Security: WPAZ2-Enterprise

h_” employeed Security: WPAZ2-Enterprise
S
!zlii westconl2345 Security: WPA-Personal
|
o,
!;Ii" MNSA2 Security: WPA2-Personal
h |
a
l!——li" ethersphere-wpa? Security: WPA2-Enterprise
e,
l 5 items.

M

Type:

Type: Any

Type: A

Type:

Type:

Any

Any

Any

supported

supported

y supported

supported

supported

Automatically con...

Autematically con...

Automatically con...

Automatically con...

Automatically con...

() ! Manually connect to 3 wireless network

How do you want to add a network?

& Manually create a network profile

security key (if apiticable).

& Create an ad hoc network

This creates a tempaorary network for sharing files or an Internet connection

- ] ccates an existing netwoerk and saves a profile
for the netwerk opyour computer. You need to know the network name (551D) and
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Accessing NJCU Wi-Fi on Windows 7 Computers

5. Configure as shown
in the diagram
below, please make
sure you type
“NJCUWIFi” exactly

6. Click ‘Next’ to
continue.

7. Click ‘Change
Connection Settings’

Enter information for the wireless network you want to add

Network name: NJCUWIFi

Security type: ’WPAZ—Enterplise - ]

Encryption type: ’AES v] |
Security Key: | ] []Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Net ][ cancel

. & Change connection settings
s so that I can change the settings.
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NJCUWifi Wireless Network Properties |

8. Click on ‘Security’ @
tab

Name: NJCUWIFi
SSID: NJCUWiIFi

Metwork type: Access point
MNetwork availability: Al users

Connect automatically when this network is in range
["] Connect to a more preferred network if available
|| Connect even if the network is not broadcasting its name (S5ID)

9. Click on ‘Settings’ 1

Security type: [wPA2-Enterprise -

Encryption type: [AES v]

Choose a network authentication method:
[Microsoft: Protected AP PEAP) (= ][ settings
Remember my credentials for this connectio

time I'm logged on

Advanced settings
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10. Uncheck Validate
Server Certificate,

11. Click on ‘Configure’

12. Uncheck
‘Automatically use
my Windows logon
name...,

13. Click on ‘Configure’

14. Uncheck
‘Automatically use
my Windows logon
name...’

15. Click ‘OK’ and ‘OK’

again.

16. Click on ‘Advanced
Settings’

When connecting:
[ validate server certificate

Connect to these servers:

rusted Root Certification Autharitie
5
[7] America Online Root Certification Autharity 1
[ Baltimore CyberTrust Root EAP MSCHAPV2 Properties
[ Class 3 Public Primary Certification A
|:| DigiCert High Assurance EV Root CA
[ Entrust.net Certification Authority
D Entrust.net Secure Server Certifica
< m Dﬁ'
Do not prompt user to authorize new
certification authorities.

When connecting:

lby use my Windows logon name and
1 (@and domain if any).

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] [ Configure... ]

Enable Fast Reconnect

|| Enforce Network Access Protection

|| Disconnect if server does nat present cryptobinding TLV
[~] Enable Identity Privacy

employeeX Wireless Network Properties I 20 J

Security

Security type: [WPnZ-Enherprise ']

Encryption type: [AES ']

Choose a network authentication method:
[Microsoﬂ: Protected EAFP (PEAF)

- ] [ Settings

Remember my credentials for this connection each
time I'm logged on

( :

o] oot 1'}
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Advanced settings —— @ -
¢ o
17. Check ‘Specify T
AUthentlcatlon ‘: [¥] Spedfy authentication mode:
’ u e ——
MOde Choose User [User authentication '] ’ Save credentials
AUthentlcatlon" Delete credentials for all users
18. CIiCk ’o K’ a nd lo K' [] Enable single sign on for this netwark
aga i n (Th e seco nd (@) Perform immediately before user logon
.. Perform immediately after user logon
OK exits setup) n
Allow additional dialogs to be displayed during single
sign on
This network uses separate virtual LANs for machine
and user authentication

[ OK J [ Cancel

'Wi:flows—.Se_chuhﬁ!y
19. Connect to your Network Authentication
NJCUWiFi network Please enter user credentials
using your gothicnet ‘ ™ J e |
credentials. ' = |

ﬁ_ s

You are now connected to the NJCUW iFi network!

If you require additional assistance, please submit your help request through our online WiFi Help Form.
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