() NJCU

NJCU VPN SETUP AND REMOTE CONNECTION INSTRUCTIONS

The following instructions will detail the steps required to install and utilize the Virtual Private Network (VPN)
service. VPN access to the NJCU campus network will allow you to connect remotely to IT resources within the
NJCU network. Please read these instructions carefully.

There are 2 ways to utilize NJCU’s VPN functionality:

1. If you wish to remotely connect to network resources to access GothicNet and your network storage drives
(i.e. T: and X: drives), then VPN access alone will suffice. (Follow steps 1 through 12)

2. Ifin addition to accessing network resources through VPN, you wish to connect to your office computer as
though you are sitting in front of that computer, you will need to utilize Remote Desktop Connection. (Follow
steps 1 through 14)

To connect to your NJCU computer remotely, you will need to know the HOSTNAME assigned to your
computer.

e  On Windows 10 on your computer, type the word Settings into the Search Bar in the bottom left
corner of your screen.

\ H AL Type here to search

¢ Your HOSTNAME will appear under Device Name. Save the HOSTNAME to use in Step 14
below.

1SMITH

To access Remote Desktop Connection from home, the power on your NJCU computer must be left ON.

Managed by the Department of Information Technology — New Jersey City University



INSTALLING THE VPN CLIENT ON WINDOWS

Please follow these steps to install the VPN Client on your personal computer so you can connect to the NJCU
network remotely.

1. After logging into GothicNet, Click on VPN Access Instructions tile.

ing https://gothicnet.njcu.edu, t/EMPLOYEE/EMPL/c/NUI_FR

Location Update VPN Atcess Instructions News P

r

Shared Governance/Civility presentations
:_ N O Marketing Department. 03/05/2020

—— Update your Campus Location
& Department of Information Technology. 02/20/2020

2. Click on the pertinent VPN Access instruction document (Windows or Apple)

< O @

< Employee Self-Service

€} VPN Access Instructions Tofl
28 Windows Install Instructions

& Apple/Mac Install Instructions

3. Open VPN instructions zip folder to download it to your computer

What do you want to do with MJCU-WINDOWS-vris
INSTRUCTIONS zip (17.6 MB)? e Cancel
From: itweb.njcu.edu

i BIGIPEdgeClient.exe B/5/2017 3:18 PM Application 17,733 KB
MICU-WINDOWS-VPN-INSTRUCTIOMS.pdf  3/11/2020 10:51 &AM Adobe Acrobat D... 510 KB

Managed by the Department of Information Technology — New Jersey City University



5. This will launch the BIG-IP Edge install wizard. Click Next to begin install

157 BIG-IP Edge Client Setup

@ Welcome o the BIG-IP Edge
Client Setdp Wizard

The Setup Wizard will ingtall BIG-IP Edge Client on your
computer, Click Next tofontinue or Cancel to exit the Setup
Wizard.

6. Click the Install button to start the installation process:

Resuming the BIG-IP Edge
Client Setup Wizard

The Setup Wizard will complete the installation of BIG-IP
Edge Client on your computer. Click Install to continue or
Cancel to exit the Setup Wizard,

Install Cancel

7. The install will take a few moments. Once it is done, click on the Finish button.

o |P Edge Client Setup

Completing the BIG-IP Edge
Client Setup Wizard

Click the Finish button to exit the Setup Wizard,

< Back Cance
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8. Click on BIG-IP Edge Client application in the start menu. It will appear under Recently added.

Recently added Life =%~ .ance Play and explore
m BIG-IP Edge Client
Most used ﬁ

Google Chrome: Coalixiddar

File Explorer

o
»| NVR organizer e H b67° i

Remote Desktop Connection Microsoft Edge Photos. Washington,...

Kodi

G| MPC-HC x64 a n

o o Facebook Drawboard PDF
Suggested

i ol 17 4
Guardians of the galaxy = .f lq.

Unlikeliest heroes ﬁ

| e Minecraft. E Fictt 2 OneNote
Access 2016
Adobe Photoshop Express

Alarms & Clock

9. When the VPN Client opens (the first time only) you will need to input the server name.

vpnl.njcu.edu

Establish 4
‘Disconnect button to ol

. Use the

ur cennection and disconnect

Show Graph ' View Datails

10. Click Next to connect to the VPN system.
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11. You will be prompted to enter your NJCU GothicNet login credentials.

for F5 Networks
T
:r!!!!!llll-lﬂ |

ROTL Dept. T * BATAC O™

12. You are now connected to the NJCU VPN network. You will be able to access your network drives (T:,
X: and log into GothicNet using your browser. You can view the F5 icon by clicking on the arrow in the
lower right corner of your screen. You can click on Disconnect when you wish to end your VPN session

@  connect

Main Console...
Details..

Network Diagnostics...

Diagnostics Report...
About..

N Exit

13. To remotely connect to your NJCU computer. Enter Remote Desktop in Search Bar and select Remote
Desktop Connection application

E L Type here to search
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14. Enter your NJCU computer HOSTNAME and click Connect as shown in the example below...
- - -+

| Remote Desktop
¢ Connection

Computer: | jsmith e

Usermame:  Mone specified

You will be asked for credentials when you connect. n

¥ | Show Options Connect Help

After you click Connect, select Use a different account.

Windows Security

Enter your credentials

These credentials will be used to con/iect to esports_coach.
root\usermame
(L1 L1 L]l

Domain: root

" Remember me

'Elh esports_coach\administrator

8 Use a - ifferent account

Cancel

This will allow you to enter root\ followed by your NJCU Username

If you need any assistance or have any further questions, please contact the NJCU Help Desk: Email
helpdesk@njcu.edu
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